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Defending Against
COVID-19 Cyber Scams at KFSH&RC

Gyber actors may send emails with malicious attachments or links to fraudulent websites to trick victims into

revealing sensitive information or donating to fraudulent charities or causes. Exercise caution in handling any

email with a COVID-19-related subject line, attachment, or hyperlink, and be wary of social media pleas, texts,
or calls related to COVID-19.

HERE ARE A FEW HELPFUL TIPS:

@ Use trusted sources—such as legitimate, government websites—for up-to-date, fact-based information about COVID-19.
@ Do not reveal personal or financial information in the email, and do not respond to email solicitations for this information.
i@ Reports emails impersonating World Health Organization (WHO) or Government Agencies

@ You can hover your mouse over email links and attachments to see if they lead you to external phishing sites.

@ Keep a look out for grammatical and spelling errors in the email as this is a sign of phishing related content.

- Avoid emails, phone calls or web links that insist you act now.

Information Security & Disaster Recovery
Report Security incident to HITA service HUB or call 66666
https://serviceshub.kfshrc.edu.sa/



